
Research on Computer Network Security and Firewall Technology Based on 
Large Data Analysis 

Yongtao Xuan 
Guangdong University of Science and Technology, Dongguan City, Guangdong Province, China 

xyt0512@126.com 

Keywords: Computer Network, Big Data, Firewall 

Abstract: with the Development of Information Technology, the Popularity of Computers Has 
Become More and More Extensive. Computer Network is Commonly Used in All Fields of People's 
Production and Life, and People Have Entered the Information Age of Big Data. Big Data Gives 
New Application Value to Information. It Also Requires Further Construction of Security 
Protection System to Ensure Computer Information Security. under the Trend of Big Data, Many 
Important Information is Stored in Virtual Cloud Space. in Order to Ensure the Security of Data on 
the Force Network, It is Necessary to Further Innovate Relevant Security Technologies to Minimize 
Risks. in a Networked Environment, the Security of the Network Environment is the Basis for 
Ensuring the Safe Use of the Internet in All Areas. in the Field of Network Information Security, 
Firewall Technology is an Important Core Technology and Has Received Widespread Attention. the 
Application of Firewall Technology Has a Positive Effect on Computer Network Information 
Security. 

1. Introduction 
In the Era of Big Data, People's Life and Production Are Inseparable from the Application of 

Computers. While the Network Provides Convenience for People, It Also Presents the Problem of 
Information Security [1]. in the Information Age, More and More Fields Join the Internet, Using 
Computer Networks to Promote Economic Development and Facilitate People's Production and 
Life. in Order to Make Use of Big Data to Realize New Format and Development, It is Necessary to 
Further Strengthen the Importance of Computer Information Security Prevention in Order to 
Improve the Application Value of Big Data [2]. under the Trend of Big Data, Many Important 
Information is Stored in Virtual Cloud Space. in Order to Ensure the Security of Data on the Force 
Network, It is Necessary to Further Innovate Relevant Security Technologies to Minimize Risk 
Generation [3]. the Problem of Network Information Security Should Be Clarified, and Specific 
Protective Measures Should Be Found to Improve the Security of Information and Ensure People's 
Normal Life [4]. Firewalls Are the First Level of Barriers to Maintaining Network Security, So It is 
Necessary to Pay Full Attention to the Goal of the Security Network [5]. 

Network Information Technology Has Become an Important Driving Force for the Development 
of Modern Civilization. the Arrival of the Era of Big Data is an Important Manifestation of the 
Development of Modern Civilization. Big Data is Becoming an Important Force in the 
Development of Social and Economic Development and a New Productive Force. However, under 
the Open Network Environment, Attacks by Viruses and Hackers Are Becoming an Important 
Factor Affecting the Security of Computer Information, Which Restricts the Effective Application 
of Big Data [6]. in the Networked Environment, the Security of the Network Environment is the 
Basis to Ensure That All Fields Can Use the Network Safely. It is Urgent to Do a Good Job of 
Network Security Protection and Safeguard the Personal Privacy and Interests of the Broad Masses 
of the People. Effective Management and Protection Measures Should Be Taken to Ensure 
Users'information Security, Make Full Use of Firewall Technology, and Build a Security 
Application System. 
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2. Overview of Big Data and Computer Network Security 
2.1 Network Security in the Context of the Times 

Computer network has the characteristics of openness, which makes the internal information 
vulnerable to attacks and security problems. Only when we think deeply about how to reform the 
security firewall technology and improve the network security coefficient, can we really avoid the 
network environment risk. The popularization of computer network technology has changed the 
pace of social development and the general environment, and brought great convenience to the 
development and production of various fields. In the new era, big data has a new value and become 
an important resource for scientific development [7]. In particular, the exploitation and utilization of 
information resources has opened the door to the information age and promoted the development of 
modern civilization. After the generation and rapid spread of big data cloud technology, the 
transmission, storage and retrieval of military information are more efficient [8]. Due to the 
influence of the external environment, some information in the computer network may be lost, 
affecting the user's use, resulting in insecure network information. The host firewall monitors the 
communication through the IDS in the network. Once the dangerous information is found, the alarm 
can be immediately alerted, and the hacker who attacks the network is shocked. 

2.2 Computer Network Security and Its Potential Threats 
In order to protect computer network security, especially to prevent network from being attacked 

by virus, we should focus on using anti-virus technology to improve network security in the era of 
big data. Users may use the complete and open Internet in specific operations to promote 
information exchange and sharing. When deciding whether the information can pass, it is mainly 
checked according to the data destination address and the source address of the packet. Packets that 
satisfy the filtering conditions can be transmitted to the corresponding address. In the era of big data, 
computer network information security protection involves different technologies and different 
fields, and various technologies can give computer network security. Attacks on external network 
information require not only technical maintenance, but also scientific and effective management 
[9]. Firewall technology can combine network security solutions to improve the overall security of 
the network. 

Establish a safe prevention system and create a secure network information environment, and 
further strengthen the construction of computer information security. Better adapt to the 
development environment of the big data era and strengthen the scientific application of big data. In 
the network model, as shown in Figure 1, it is assumed that one neighboring area network covers 
multiple area networks. 

 
Fig.1 Simplified Communication Network Model 
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3. Security Strategy of Computer Network 
3.1 Improving the Awareness of Network Information Security 

Defects are too strict auditing environment, which affects the normal use of the system and 
greatly increases the difficulty of system management. In the era of big data, information has 
infinite application value, but the open network environment has a great impact on computer 
information security, and information security has become a key factor restricting the application of 
big data. In the normal operation of the network environment, we need to ensure the confidentiality, 
accuracy and security of information through network management means and some related 
protection technology, so as to make the data reliable and timely. At present, many users have the 
problem of imperfect management system and do not pay attention to the daily maintenance of 
computer networks. After the anti-virus software is installed on the computer, the virus killing work 
can be started regularly to prevent the computer from being attacked by the virus to a certain extent. 
Different firewalls have different protection methods, different uses, and different optimization 
measures. It is necessary to think about security policies in a targeted manner. 

Only when computer information security breaches, data loss and other issues occur, will realize 
the importance of security. The cloud server can store a large number of training sets and training 
set selection rules. It can dynamically assign training sets to node hosts for training so that different 
node hosts become concrete and dynamic. Figure 2 shows the workflow of the scenario steps. 

 
Fig.2 Network Intrusion Detection Scheme 

3.2 Perfecting Safety Management 
Firewall technology is a common network security technology, which always protects 

users'network security and enables users to use the network safely. When using anti-virus 
technology, we should pay attention to the compatibility between software and computer system. It 
is possible to install an anti-virus software in a computer. The firewall establishes a new network 
environment, monitors the behavior of the external network, prevents the external network from 
entering the internal network, steals data and information, and brings losses to users. The key to 
computer information security lies in strengthening the establishment of security system and the 
repair of system loopholes. If the user thinks that the external network is secure and has usage 
requirements, it can also allow access by the external network [10]. The content recorded in the 
dynamic connection table can be not only the previous communication information but also other 
application information. Get the information you need while protecting important information. 
Some computer software needs to do software updates and other work due to lack of design. 
Monitoring technology can prevent the rapid dissemination and replication of spam, and establish a 
spam interception mechanism on the user side to further optimize the network environment. 

4. Conclusion 
With the continuous advancement of computer networks, computer network information security 

protection technologies must be continuously improved to solve the security problems of various 

114



network systems in a timely manner. In the era of big data, the network is closely related to people's 
lives, facing the main security problems of current network information, and the importance of 
protecting network information security is becoming increasingly obvious. With the emergence of 
cloud technology, more and more information is gathered on the network, especially many 
important confidential information. All in all, the era of big data requires the effective construction 
of computer information security to ensure the effective application of big data. Building a secure 
computer information system is the key to realize the development and utilization of data resources 
in the era of big data. In the new environment, we should consider from different aspects, use 
various advanced computer technology to protect network security and improve the security of 
network information. From the point of view of computer use at this stage, there are many security 
risks in its software and hardware, and corresponding solutions are urgently needed. Firewall 
technology is an important barrier to the safe use of the network. In the new environment, we 
should constantly update and improve to meet the security needs of users and ensure the safety of 
computer network information. 
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